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1. Introduction

The exchange of sensitive information, such as access credentials for the CTI API, must be conducted securely.
NFON has chosen to transmit this information using an encrypted method based on GnuPG. The CTI API

serves as the foundation for utilizing services like Multiline TAPI or for developing custom solutions for your
own needs or those of your clients.

2. Description of the Ordering Process

The provisioning process for APl access credentials is continuously being improved, with data protection
always taking top priority for sensitive information. In the medium term, the credentials will be accessible
via the Admin Portal. During the transition period, they can be requested through the process outlined below.

2.1 Requesting API Credentials

API| credentials can be requested by emailing vertrieb@nfon.com or auftragsbearbeitung@dt-standard.de.

Please include the following information in your email:

K-account (K-Anlage)
- Estimated number of extensions of K-account (K-Anlage)

- Completed consent form (German/English)

- Partner's email address for sending the credentials

- Email address of the customer representative who can be contacted as the responsible party

- Public Key (see Creation of Public Key)

2.2 Creation of Public Key

Each partner must generate a "Public Key" once and share it with NFON. This key can be used for all
customers of the partner. The Public Key must be included with every order. The process varies depending
on the user's operating system. Below, the steps for Windows and Mac are outlined.

2.2.1 Windows
1. Download GnuPG for your operating system from: https://gpg4win.org/thanks-for-download.html

2. Start Installation process

Do you want to allow this app to make
changes to your device?

0
&8 Gpgdwin
ca
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3. Click “Next >”
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5. Choose your “Install Location” and click “Install”
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6. Click “Next >” to continue
8 Gpgdwin Setup -
Installation Complete
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7. Complete the setup by rebooting your computer and clicking “Finish” to install “Kleopatra”
B Gpgduin Setup =

Completing Gpgéwin Setup

Gpgdwin

GG for Windows

Your Computer must be restarted n order t complete the
installation of Gpg-wn. Do you want 1o reboot now?
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8. Create a “New Keypair”

9.

™ Create OpenPGP Certificate - Kleopatra X

Enter a name and/or an email address to use for the certificate.

Name

Email address

(] protect the generated key with a passphrase.

)
» Advanced options =

oK Cancel

10. Right-click on the key file and select “Export”

11. Choose a folder to store the Public Key

- e
o

Enter your “Name”, “Email address” and if necessary, a “Passphrase”

12. Share this Public Key via E-Mail with NFON to get your API-credent
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2.2.1 MacOs
1. Download GnuPG for your operating system: https://gpgtools.org

2. Click “Install”

3. Click “Continue”

LJ Install GPG Suite
Welcome to the GPG Suite Installer
Thank you for installing GPG Sulte
GPG Sutte helps you 10 protect your
fles and messages.
Manage your keys and experience the full
power of GPG easier than ever before.
GPG Sulte Includes:
+ GPG Mail
* GPG Keychain
* GPG Services
« GPG Sulte Preferences
PG

GPGs —

4. Click “Continue”

° Instail 690 Suite
Saftware License Agreament
8
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‘axisting under the laws of Austra.

% you
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A\
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5. Click “Agree”

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

7. Click “Install”

. Instali GPG Suite

Standard Install on “Macitosh HD*

o nideiey This will take 00,6 M8 of s4ce o6 your Computer.
* Liconsa (Clck instal  perform & standaed instatation of this software
o Setiar on the disk “Mackntosh HD*

 mstatiation Type
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GPGs Cusomize GoBack | tawt
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9. Click “Close”

Install GPG Suite
The installation was comleted successhuty
For new users we recommend our Firsl Siecs tutoral

On macOS Big Sur and later versions of macOS, GPG Mall wil
be sutomatically enabled sfter e instatation.

On oMer versions of MacOS, make sure 10 enable GPG Mad
maruaty via Mail > Preferences > General > Manage Phug-
1ns.... and actvate "GPGMaiLoader”

(I case you see more an one “GPGMAILoAde, XK the
newest one)

10. Open “GPG Keychain”

GPG Keychain

11. Got to “File” -> “New Key...”
File Edit View

Mew Key...

Import...
Export...

Close

12. Enter “Name”, “E-Mail” and if necessary, a “Password” and click “Create Key”

Create new key pair

Name: |
Email: a

! Password:

| Strength:

Advanced options

13. Click “No, Thank you”

‘Your key was created successfully

To make it easier for your contacts to find your public key and
start - encrypt tor you and
verify the authenticity of your messages - it is recommanded to
upload your public key to the key server.

Aftor the upload is completed, you will receive a verification
‘email for each user ID assaciated with your public key. Your key
can only be found by searching for one of the email addresses
you have veritied. H you prefer not 10 use the key server, you will
have to exchange your public key with your friends via diffarent
means.

Do you want to upload your public key?

Upload Public Key
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15. Right Click on your “Public Key” and click “Export”

Hame Emal Crested Fgerprn vaidity

Sand Public ey via Emai..

Send Public Key 1o Key Server
Undate from key server

Detats
s

Creata Ravoks Cantificats,
Ravoke.

Copy

Dalate

16. Share this Public Key via E-Mail with NFON to get your APl-credent
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